Attachment 1 - Standard Contractual Clauses (processors)
Execution of the maintenance and licensing agreement by the Customer includes execution of this
Attachment 1, which is countersigned by WTG.
In countries where regulatory approval is required for use of the Standard Contractual Clauses, the Standard
Contractual Clauses cannot be relied upon under European Commission 2010/87/EU (of February 2010) to
legitimize export of data from the country, unless the Customer has the required regulatory approval.
On and from May 25, 2018, references to various Articles from the Directive 95/46/EC in the Standard
Contractual Clauses below will be treated as references to the relevant and appropriate Articles in the GDPR.
For the purposes of Article 26(2) of Directive 95/46/EC for the transfer of personal data to processors
established in third countries which do not ensure an adequate level of data protection, the Customer (as the
data exporter) and WTG (as the data importer, whose signature appears below) each a party; together the
parties, have agreed on the following Contractual Clauses (the Clauses or Standard Contractual Clauses)
in order to adduce adequate safeguards with respect to the protection of privacy and fundamental rights and
freedoms of individuals for the transfer by the data exporter to the data importer of the personal data specified
in Appendix 1.
Clause 1

Definitions
For the purposes of the Clauses:
(a)

'personal data', 'special categories of data', 'process/processing', 'controller', 'processor', 'data
subject' and 'supervisory authority' shall have the same meaning as in Directive 95/46/EC of the
European Parliament and of the Council of 24 October 1995 on the protection of individuals with
regard to the processing of personal data and on the free movement of such data;

(b)

'the data exporter' means the controller who transfers the personal data;

(c)

'the data importer' means the processor who agrees to receive from the data exporter personal
data intended for processing on his behalf after the transfer in accordance with his instructions and
the terms of the Clauses and who is not subject to a third country's system ensuring adequate
protection within the meaning of Article 25(1) of Directive 95/46/EC;

(d)

'the subprocessor' means any processor engaged by the data importer or by any other
subprocessor of the data importer who agrees to receive from the data importer or from any other
subprocessor of the data importer personal data exclusively intended for processing activities to
be carried out on behalf of the data exporter after the transfer in accordance with his instructions,
the terms of the Clauses and the terms of the written subcontract;

(e)

'the applicable data protection law' means the legislation protecting the fundamental rights and
freedoms of individuals and, in particular, their right to privacy with respect to the processing of
personal data applicable to a data controller in the Member State in which the data exporter is
established;

(f)

'technical and organisational security measures' means those measures aimed at protecting
personal data against accidental or unlawful destruction or accidental loss, alteration, unauthorised
disclosure or access, in particular where the processing involves the transmission of data over a
network, and against all other unlawful forms of processing.

Clause 2
Details of the transfer
The details of the transfer and in particular the special categories of personal data where applicable are specified
in Appendix 1 which forms an integral part of the Clauses.

Clause 3
Third-party beneficiary clause
1.

The data subject can enforce against the data exporter this Clause, Clause 4(b) to (i), Clause 5(a)
to (e), and (g) to (j), Clause 6(1) and (2), Clause 7, Clause 8(2), and Clauses 9 to 12 as third-party
beneficiary.

2.

The data subject can enforce against the data importer this Clause, Clause 5(a) to (e) and (g),
Clause 6, Clause 7, Clause 8(2), and Clauses 9 to 12, in cases where the data exporter has factually
disappeared or has ceased to exist in law unless any successor entity has assumed the entire legal
obligations of the data exporter by contract or by operation of law, as a result of which it takes on the
rights and obligations of the data exporter, in which case the data subject can enforce them against
such entity.

3.

The data subject can enforce against the subprocessor this Clause, Clause 5(a) to (e) and (g),
Clause 6, Clause 7, Clause 8(2), and Clauses 9 to 12, in cases where both the data exporter and the
data importer have factually disappeared or ceased to exist in law or have become insolvent, unless
any successor entity has assumed the entire legal obligations of the data exporter by contract or by
operation of law as a result of which it takes on the rights and obligations of the data exporter, in which
case the data subject can enforce them against such entity. Such third-party liability of the
subprocessor shall be limited to its own processing operations under the Clauses.

4.

The parties do not object to a data subject being represented by an association or other body if the
data subject so expressly wishes and if permitted by national law.

Clause 4
Obligations of the data exporter
The data exporter agrees and warrants:
(a)

that the processing, including the transfer itself, of the personal data has been and will continue to
be carried out in accordance with the relevant provisions of the applicable data protection law (and,
where applicable, has been notified to the relevant authorities of the Member State where the data
exporter is established) and does not violate the relevant provisions of that State;

(b)

that it has instructed and throughout the duration of the personal data processing services will
instruct the data importer to process the personal data transferred only on the data exporter's behalf
and in accordance with the applicable data protection law and the Clauses;

(c)

that the data importer will provide sufficient guarantees in respect of the technical and
organisational security measures specified in Appendix 2 to this contract;

(d)

that after assessment of the requirements of the applicable data protection law, the security
measures are appropriate to protect personal data against accidental or unlawful destruction or
accidental loss, alteration, unauthorised disclosure or access, in particular where the processing
involves the transmission of data over a network, and against all other unlawful forms of processing,
and that these measures ensure a level of security appropriate to the risks presented by the processing
and the nature of the data to be protected having regard to the state of the art and the cost of their
implementation;

(e)

that it will ensure compliance with the security measures;

(f)

that, if the transfer involves special categories of data, the data subject has been informed or will be
informed before, or as soon as possible after, the transfer that its data could be transmitted to a third
country not providing adequate protection within the meaning of Directive 95/46/EC;

(g)

to forward any notification received from the data importer or any subprocessor pursuant to Clause
5(b) and Clause 8(3) to the data protection supervisory authority if the data exporter decides to
continue the transfer or to lift the suspension;

(h)

to make available to the data subjects upon request a copy of the Clauses, with the exception of
Appendix 2, and a summary description of the security measures, as well as a copy of any contract
for subprocessing services which has to be made in accordance with the Clauses, unless the
Clauses or the contract contain commercial information, in which case it may remove such
commercial information;
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(i)

that, in the event of subprocessing, the processing activity is carried out in accordance with Clause
11 by a subprocessor providing at least the same level of protection for the personal data and the
rights of data subject as the data importer under the Clauses; and

(j)

that it will ensure compliance with Clause 4(a) to (i).

Clause 5
Obligations of the data importer
The data importer agrees and warrants:
(a)

to process the personal data only on behalf of the data exporter and in compliance with its instructions
and the Clauses; if it cannot provide such compliance for whatever reasons, it agrees to inform
promptly the data exporter of its inability to comply, in which case the data exporter is entitled to
suspend the transfer of data and/or terminate the contract;

(b)

that it has no reason to believe that the legislation applicable to it prevents it from fulfilling the
instructions received from the data exporter and its obligations under the contract and that in the
event of a change in this legislation which is likely to have a substantial adverse effect on the
warranties and obligations provided by the Clauses, it will promptly notify the change to the data
exporter as soon as it is aware, in which case the data exporter is entitled to suspend the transfer
of data and/or terminate the contract;

(c)

that it has implemented the technical and organisational security measures specified in Appendix
2 before processing the personal data transferred;

(d)

that it will promptly notify the data exporter about:
(i)

any legally binding request for disclosure of the personal data by a law enforcement
authority unless otherwise prohibited, such as a prohibition under criminal law to preserve
the confidentiality of a law enforcement investigation,

(ii)

any accidental or unauthorised access, and

(iii)

any request received directly from the data subjects without responding to that request,
unless it has been otherwise authorised to do so;

(e)

to deal promptly and properly with all inquiries from the data exporter relating to its processing of
the personal data subject to the transfer and to abide by the advice of the supervisory authority with
regard to the processing of the data transferred;

(f)

at the request of the data exporter to submit its data processing facilities for audit of the processing
activities covered by the Clauses which shall be carried out by the data exporter or an inspection body
composed of independent members and in possession of the required professional qualifications
bound by a duty of confidentiality, selected by the data exporter, where applicable, in agreement with
the supervisory authority;

(g)

to make available to the data subject upon request a copy of the Clauses, or any existing contract
for subprocessing, unless the Clauses or contract contain commercial information, in which case it
may remove such commercial information, with the exception of Appendix 2 which shall be replaced
by a summary description of the security measures in those cases where the data subject is unable
to obtain a copy from the data exporter;

(h)

that, in the event of subprocessing, it has previously informed the data exporter and obtained its
prior written consent;

(i)

that the processing services by the subprocessor will be carried out in accordance with Clause 11;

(j)

to send promptly a copy of any subprocessor agreement it concludes under the Clauses to the data
exporter.
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Clause 6
Liability
1.

The parties agree that any data subject, who has suffered damage as a result of any breach of the
obligations referred to in Clause 3 or in Clause 11 by any party or subprocessor is entitled to receive
compensation from the data exporter for the damage suffered.

2.

If a data subject is not able to bring a claim for compensation in accordance with paragraph 1 against
the data exporter, arising out of a breach by the data importer or his subprocessor of any of their
obligations referred to in Clause 3 or in Clause 11, because the data exporter has factually
disappeared or ceased to exist in law or has become insolvent, the data importer agrees that the data
subject may issue a claim against the data importer as if it were the data exporter, unless any
successor entity has assumed the entire legal obligations of the data exporter by contract of by
operation of law, in which case the data subject can enforce its rights against such entity.
The data importer may not rely on a breach by a subprocessor of its obligations in order to avoid
its own liabilities.

3.

If a data subject is not able to bring a claim against the data exporter or the data importer referred to
in paragraphs 1 and 2, arising out of a breach by the subprocessor of any of their obligations referred
to in Clause 3 or in Clause 11 because both the data exporter and the data importer have factually
disappeared or ceased to exist in law or have become insolvent, the subprocessor agrees that the
data subject may issue a claim against the data subprocessor with regard to its own processing
operations under the Clauses as if it were the data exporter or the data importer, unless any
successor entity has assumed the entire legal obligations of the data exporter or data importer by
contract or by operation of law, in which case the data subject can enforce its rights against such entity.
The liability of the subprocessor shall be limited to its own processing operations under the Clauses.

Clause 7
Mediation and jurisdiction
1.

2.

The data importer agrees that if the data subject invokes against it third-party beneficiary rights
and/or claims compensation for damages under the Clauses, the data importer will accept the
decision of the data subject:
(a)

to refer the dispute to mediation, by an independent person or, where applicable, by the
supervisory authority;

(b)

to refer the dispute to the courts in the Member State in which the data exporter is
established.

The parties agree that the choice made by the data subject will not prejudice its substantive or
procedural rights to seek remedies in accordance with other provisions of national or international
law.

Clause 8
Cooperation with supervisory authorities
1.

The data exporter agrees to deposit a copy of this contract with the supervisory authority if it so
requests or if such deposit is required under the applicable data protection law.

2.

The parties agree that the supervisory authority has the right to conduct an audit of the data importer,
and of any subprocessor, which has the same scope and is subject to the same conditions as would
apply to an audit of the data exporter under the applicable data protection law.

3.

The data importer shall promptly inform the data exporter about the existence of legislation
applicable to it or any subprocessor preventing the conduct of an audit of the data importer, or any
subprocessor, pursuant to paragraph 2. In such a case the data exporter shall be entitled to take
the measures foreseen in Clause 5 (b).
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Clause 9
Governing Law
The Clauses shall be governed by the law of the Member State in which the data exporter is established.

Clause 10
Variation of the contract
The parties undertake not to vary or modify the Clauses. This does not preclude the parties from adding
clauses on business related issues where required as long as they do not contradict the Clause.

Clause 11
Subprocessing
1.

The data importer shall not subcontract any of its processing operations performed on behalf of the
data exporter under the Clauses without the prior written consent of the data exporter. Where the
data importer subcontracts its obligations under the Clauses, with the consent of the data exporter,
it shall do so only by way of a written agreement with the subprocessor which imposes the same
obligations on the subprocessor as are imposed on the data importer under the Clauses. Where
the subprocessor fails to fulfil its data protection obligations under such written agreement the data
importer shall remain fully liable to the data exporter for the performance of the subprocessor's
obligations under such agreement.

2.

The prior written contract between the data importer and the subprocessor shall also provide for a
third-party beneficiary clause as laid down in Clause 3 for cases where the data subject is not able
to bring the claim for compensation referred to in paragraph 1 of Clause 6 against the data exporter
or the data importer because they have factually disappeared or have ceased to exist in law or
have become insolvent and no successor entity has assumed the entire legal obligations of the data
exporter or data importer by contract or by operation of law. Such third-party liability of the
subprocessor shall be limited to its own processing operations under the Clauses.

3.

The provisions relating to data protection aspects for subprocessing of the contract referred to in
paragraph 1 shall be governed by the law of the Member State in which the data exporter is established.

4.

The data exporter shall keep a list of subprocessing agreements concluded under the Clauses and
notified by the data importer pursuant to Clause 5 (j), which shall be updated at least once a year. The
list shall be available to the data exporter's data protection supervisory authority.

Clause 12
Obligation after the termination of personal data processing services
1.

The parties agree that on the termination of the provision of data processing services, the data
importer and the subprocessor shall, at the choice of the data exporter, return all the personal data
transferred and the copies thereof to the data exporter or shall destroy all the personal data and
certify to the data exporter that it has done so, unless legislation imposed upon the data importer
prevents it from returning or destroying all or part of the personal data transferred. In that case, the
data importer warrants that it will guarantee the confidentiality of the personal data transferred and
will not actively process the personal data transferred anymore.

2.

The data importer and the subprocessor warrant that upon request of the data exporter and/or of
the supervisory authority, it will submit its data processing facilities for an audit of the measures
referred to in paragraph 1.
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APPENDIX 1 TO THE STANDARD CONTRACTUAL CLAUSES
This Appendix forms part of the Clauses and must be completed and signed by the parties.
The Member States may complete or specify, according to their national procedures, any additional
necessary information to be contained in this Appendix.
Data exporter
The data exporter is (please specify briefly your activities relevant to the transfer):
A company established in the European Union that wishes to obtain software solutions and related services
from the data importer.
Data importer
The data importer is (please specify briefly activities relevant to the transfer):
A company that provides software solutions and related services to its customers.
Data subjects
The personal data transferred concern the following categories of data subjects (please specify):
•
•
•
•
•
•
•
•

Customers
Potential Customers
Subscribers
Employees
Suppliers
Authorised Agents
Contact Persons
Other: (Please specify) N/A

Categories of data
The personal data transferred concern the following categories of data (please specify):
•
•
•
•
•
•
•

Personal Master Data (Key Personal Data)
Contact Data
Key Contract Data (Contractual/Legal Relationships, Contractual or Product Interest)
Customer History
Contract Billing and Payments Data
Disclosed Information (from third parties, e.g. Credit Reference Agencies or from Public
Directories.
Other: (Please specify) N/A

Special categories of data (if appropriate)
The personal data transferred concern the following special categories of data (please specify): N/A
Processing operations
The personal data transferred will be subject to the following basic processing activities (please specify):
As set forth in the Maintenance and License Agreement and the Product & Services Agreement between the
parties, as well as any appendices thereto.
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APPENDIX 2 TO THE STANDARD CONTRACTUAL CLAUSES
This Appendix forms part of the Clauses and must be completed and signed by the parties.
Description of the technical and organisational security measures implemented by the data importer
in accordance with Clauses 4(d) and 5(c) (or document/legislation attached):
1.

2.

Confidentiality (Article 32 Paragraph 1 Point b GDPR)
•
Physical Access Control
No unauthorised access to Data Processing Facilities, e.g.: magnetic or chip cards, keys, electronic
door openers, facility security services and/or entrance security staff, alarm systems, video/CCTV
Systems
•

Electronic Access Control
No unauthorised use of the Data Processing and Data Storage Systems, e.g.: (secure) passwords,
automatic blocking/locking mechanisms, two-factor authentication, encryption of data
carriers/storage media

•

Internal Access Control (permissions for user rights of access to and amendment of data)
No unauthorised Reading, Copying, Changes or Deletions of Data within the system, e.g. rights
authorisation concept, need-based rights of access, logging of system access events

•

Isolation Control
The isolated Processing of Data, which is collected for differing purposes, e.g. multiple Client
support, sandboxing;

•

Pseudonymisation (Article 32 Paragraph 1 Point a GDPR; Article 25 Paragraph 1 GDPR)
The processing of personal data in such a method/way, that the data cannot be associated with a
specific Data Subject without the assistance of additional Information, provided that this additional
information is stored separately, and is subject to appropriate technical and organisational measures.

Integrity (Article 32 Paragraph 1 Point b GDPR)
•
Data Transfer Control
No unauthorised Reading, Copying, Changes or Deletions of Data with electronic transfer or
transport, e.g.: Encryption, Virtual Private Networks (VPN), electronic signature; and
•

3.

Availability and Resilience (Article 32 Paragraph 1 Point b GDPR)
•
Availability Control
Prevention of accidental or wilful destruction or loss, e.g.: Backup Strategy (online/offline; on-site/offsite), Uninterruptible Power Supply (UPS), virus protection, firewall, reporting procedures and
contingency planning; and
•

4.

Data Entry Control
Verification, whether and by whom personal data is entered into a Data Processing System, is
changed or deleted, e.g.: Logging, Document Management.

Rapid Recovery (Article 32 Paragraph 1 Point c GDPR) (Article 32 Paragraph 1 Point c GDPR).

Procedures for regular testing, assessment and evaluation (Article 32 Paragraph 1 Point d
GDPR; Article 25 Paragraph 1 GDPR)
•

Data Protection Management;

•

Incident Response Management;

•

Data Protection by Design and Default (Article 25 Paragraph 2 GDPR); and

•

Order or Contract Control.

No third party data processing as per Article 28 GDPR without corresponding instructions from the Client,
e.g.: clear and unambiguous contractual arrangements, formalised Order Management, strict controls
on the selection of the Service Provider, duty of pre-evaluation, supervisory follow-up checks.
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5.

Security measures
A. Data importer/sub-processor has implemented and shall maintain a security program in accordance
with industry standards.
B. More specifically, data importer/sub-processor’s security program shall include:
Access Control of Processing Areas
Data importer/sub-processor implements suitable measures in order to prevent unauthorized persons
from gaining access to the data processing equipment (namely telephones, database and application
servers and related hardware) where the personal data are processed or used, including:

•

Establishing security areas;

•

Protection and restriction of access paths;

•

Establishing access authorizations for employees and third parties, including the respective
documentation;

•

All access to the data center where personal data are hosted is logged, monitored, and tracked; and

•

The data center where personal data are hosted is secured by a security alarm system, and other
appropriate security measures.

Access Control to Data Processing Systems
Data importer/sub-processor implements suitable measures to prevent their data processing systems
from being used by unauthorized persons, including:

•

Use of adequate encryption technologies;

•

Identification of the terminal and/or the terminal user to the data importer/sub-processor and
processing systems;

•

Automatic temporary lock-out of user terminal if left idle, identification and password required to
reopen;

•

Automatic temporary lock-out of the user ID when several erroneous passwords are entered, log file
of events, monitoring of break-in-attempts (alerts); and

•

All access to data content is logged, monitored, and tracked.

Access Control to Use Specific Areas of Data Processing Systems
Data importer/sub-processor commits that the persons entitled to use their data processing system are
only able to access the data within the scope and to the extent covered by their respective access
permission (authorization) and that personal data cannot be read, copied or modified or removed without
authorization. This shall be accomplished by various measures including:

•

Employee policies and training in respect of each employee’s access rights to the personal data;

•

Monitoring capability in respect of individuals who delete, add or modify the personal data;

•

Release of data only to authorized persons, including allocation of differentiated access rights and
roles; and

•

Use of adequate encryption technologies; and control of files, controlled and documented destruction
of data.
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Availability Control
Data importer/sub-processor implements suitable measures to ensure that personal data are protected
from accidental destruction or loss, including:

•

Infrastructure redundancy; and

•

Backup is stored at an alternative site and available for restore in case of failure of the primary
system.

Transmission Control
Data importer/sub-processor implements suitable measures to prevent the personal data from being
read, copied, altered or deleted by unauthorized parties during the transmission thereof or during the
transport of the data media. This is accomplished by various measures including:

•

Use of adequate firewall, VPN and encryption technologies to protect the gateways and pipelines
through which the data travels; and

•

As far as possible, all data transmissions are logged, monitored and tracked.

Input Control
Data importer/sub-processor implements suitable input control measures, including:

•

An authorization policy for the input, reading, alteration and deletion of data;

•

Authentication of the authorized personnel;

•

Protective measures for the data input into memory, as well as for the reading, alteration and deletion
of stored data;

•

Utilization of unique authentication credentials or codes (passwords);

•

Providing that entries to data processing facilities (the rooms housing the computer hardware and
related equipment) are kept locked;

•

Automatic log-off of user sessions that have not been used for a substantial period of time;

•

Proof established within data importer/sub-processor’s organization of the input authorization; and

•

Electronic recording of entries.

Separation of Processing for different Purposes
Data importer/sub-processor implements suitable measures to ensure that data collected for different
purposes can be processed separately, including:

•

Access to data is separated through application security for the appropriate users;

•

Modules within the data importer/sub-processor’s data base separate which data is used for which
purpose, i.e. by functionality and function;

•

At the database level, data is stored in separate databases for each customer with credentials that
only access individual databases; and
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•

Interfaces, batch processes and reports are designed for only specific purposes and functions, so
data collected for specific purposes is processed separately.

Documentation
Data importer/sub-processor will keep documentation of technical and organizational measures in case
of audits and for the conservation of evidence. Data importer/sub-processor shall take reasonable steps
to ensure that persons employed by it, and other persons at the place of work concerned, are aware of
and comply with the technical and organizational measures set forth in this Appendix 2.
Monitoring
Data importer/sub-processor shall implement suitable measures to monitor access restrictions to data
importer/sub-processor’s system administrators and to ensure that they act in accordance with
instructions received. This is accomplished by various measures including:

•

Individual appointment of system administrators;

•

Adoption of suitable measures to register system administrators' access logs to the infrastructure
and keep them secure, accurate and unmodified for at least six months;

•

Yearly audits of system administrators’ activity to assess compliance with assigned tasks, the
instructions received by the data importer/sub-processor and applicable laws;

•

Keeping an updated list with system administrators’ identification details (e.g. name, surname,
function or organizational area) and tasks assigned and providing it promptly to data exporter upon
request.

Signing the Standard Contractual Clauses, Appendix 1 and Appendix 2 on behalf of the data importer:
Name (written out in full):

Maree Isaacs

Position:

Director
WiseTech Global (Australia) Pty Ltd (ABN 23 112 936 991)

Address:

Unit 3a, 72 O’Riordan Street, Alexandria NSW 2015, Australia

Signature……………………………………….
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Attachment 2 – General Data Protection Regulation Terms
WTG makes the commitments in these GDPR Terms, to all customers effective on and from 25 May 2018.
These commitments are binding upon WTG with regard to the Customer regardless of (1) the version of the
Maintenance and License Agreement and the Product & Services Agreement that is otherwise applicable, or
(2) any other agreement that references this Attachment 2.
For purposes of these GDPR Terms, Customer and WTG agree that the Customer is the controller of Personal
Data and WTG is the processor of such data, except when the Customer acts as a processor of Personal
Data, in which case WTG is a subprocessor. These GDPR Terms apply to the processing of Personal Data,
within the scope of the GDPR, by WTG on behalf of the Customer. These GDPR Terms do not limit or reduce
any data protection commitments WTG makes to the Customer in the Maintenance and License Agreement
and the Product & Services Agreement or other agreement between WTG and the Customer. These GDPR
Terms do not apply where WTG is a controller of Personal Data.
Relevant GDPR Obligations: Articles 28, 32, and 33
1.

WTG shall not engage another processor without prior specific or general written authorisation of the
Customer. In the case of general written authorisation, WTG shall inform the Customer of any intended
changes concerning the addition or replacement of other processors, thereby giving the Customer the
opportunity to object to such changes. (Article 28(2))

2.

Processing by WTG shall be governed by these GDPR Terms under European Union (hereafter “Union”)
or Member State law and are binding on WTG with regard to the Customer. The subject-matter and
duration of the processing, the nature and purpose of the processing, the type of Personal Data, the
categories of data subjects and the obligations and rights of the Customer are set forth in the Customer’s
Maintenance and Licensing Agreement and the Product & Services Agreement, including these GDPR
Terms. In particular, WTG shall:
(a) process the Personal Data only on documented instructions from the Customer, including with regard
to transfers of Personal Data to a third country or an international organisation, unless required to do so
by Union or Member State law to which WTG is subject; in such a case, WTG shall inform the Customer
of that legal requirement before processing, unless that law prohibits such information on important
grounds of public interest;
(b) ensure that persons authorised to process the Personal Data have committed themselves to
confidentiality or are under an appropriate statutory obligation of confidentiality;
(c) take all measures required pursuant to Article 32 of the GDPR;
(d) respect the conditions referred to in paragraphs 1 and 3 for engaging another processor;
(e) taking into account the nature of the processing, assist the Customer by appropriate technical and
organisational measures, insofar as this is possible, for the fulfilment of the Customer’s obligation to
respond to requests for exercising the data subject's rights laid down in Chapter III of the GDPR;
(f) assist the Customer in ensuring compliance with the obligations pursuant to Articles 32 to 36 of the
GDPR, taking into account the nature of processing and the information available to WTG;
(g) at the choice of the Customer, delete or return all the Personal Data to the Customer after the end
of the provision of services relating to processing, and delete existing copies unless Union or Member
State law requires storage of the Personal Data;
(h) make available to the Customer all information necessary to demonstrate compliance with the
obligations laid down in Article 28 of the GDPR and allow for and contribute to audits, including
inspections, conducted by the Customer or another auditor mandated by the Customer.
WTG shall immediately inform the Customer if, in its opinion, an instruction infringes the GDPR or other
Union or Member State data protection provisions. (Article 28(3))

3.

Where WTG engages another processor for carrying out specific processing activities on behalf of the
Customer, the same data protection obligations as set out in these GDPR Terms shall be imposed on
that other processor by way of a contract or other legal act under Union or Member State law, in particular
providing sufficient guarantees to implement appropriate technical and organisational measures in such
a manner that the processing will meet the requirements of the GDPR. Where that other processor fails
to fulfil its data protection obligations, WTG shall remain fully liable to the Customer for the performance
of that other processor's obligations. (Article 28(4))

4.

Taking into account the state of the art, the costs of implementation and the nature, scope, context and
purposes of processing as well as the risk of varying likelihood and severity for the rights and freedoms
of natural persons, the Customer and WTG shall implement appropriate technical and organisational
measures to ensure a level of security appropriate to the risk, including inter alia as appropriate:
(a) the pseudonymisation and encryption of Personal Data;
(b) the ability to ensure the ongoing confidentiality, integrity, availability and resilience of processing
systems and services;
(c) the ability to restore the availability and access to Personal Data in a timely manner in the event of
a physical or technical incident; and
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(d) a process for regularly testing, assessing and evaluating the effectiveness of technical and
organisational measures for ensuring the security of the processing. (Article 32(1))
5.

In assessing the appropriate level of security, account shall be taken of the risks that are presented by
processing, in particular from accidental or unlawful destruction, loss, alteration, unauthorised disclosure
of, or access to Personal Data transmitted, stored or otherwise processed. (Article 32(2))

6.

The Customer and WTG shall take steps to ensure that any natural person acting under the authority of
the Customer or WTG who has access to Personal Data does not process them except on instructions
from the Customer, unless he or she is required to do so by Union or Member State law. (Article 32(4))

7.

WTG shall notify the Customer without undue delay after becoming aware of a personal data breach.
(Article 33(2)). Such notification will include that information a processor must provide to a controller
under Article 33(3) to the extent such information is reasonably available to WTG.
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